Subscriber Privacy Notice
BIT Communications is committed to protecting your privacy and developing technology that gives you
the most powerful and safe online experience.
Your Legal Rights. As a subscriber to BIT Communications High-Speed Broadband and Phone services (“Services”), you are
entitled to know the limitations imposed on BIT regarding the collection, use and disclosure of personally identifiable subscriber
information, and your rights related to this information and its disclosure. This Privacy Notice relates only to your personally
identifiable information. Additional terms and conditions apply to the Services, and can be found in your subscriber agreements, or
at www.bitbroadband.com. You can enforce your privacy rights under federal law.
Type of Information Collected. In order that we may render service to you and detect unauthorized reception of our services, we
collect and keep regular business records that may contain the following types of personally identifiable information: Your name,
address and telephone numbers; your Social Security Number; credit information and bank account or credit card numbers; your
payment preferences; subscriber correspondence; or other demographic information.
Our records also contain information on billing and payment history, maintenance and repairs, inquiry and technical support
interaction, service options you have chosen, and other information related to installation and maintenance of your service.
Use of Personally Identifiable Information. Our business records are generally used to help us make sure the Services are
delivered and billed properly, to send you pertinent information regarding the Services, to configure and improve the Services, to
detect unauthorized reception of the Services, to offer you other services or products that we think may be of interest to you
(subject to your right to limit or restrict us from making these offers as described in this Privacy Notice) and for tax and accounting
purposes. We also keep records from research concerning customer satisfaction and viewing or system use habits, which are
obtained from subscriber interviews and written or electronic questionnaires.
Disclosure to Third Parties. BIT considers the personally identifiable information that we keep to be confidential. Unless prior
written or electronic consent is obtained, we will disclose to third parties personal information that we maintain related to our
subscribers only when it is necessary to render services to you, or to carry out related activities in the ordinary course of business
for our ordinary business purposes, at a frequency that varies in accordance with the particular business need. Federal law permits
these disclosures. For such business needs, the types of persons to whom information about you may be disclosed without your
prior written or electronic consent include: Installation, repair, and subscriber assistance subcontractors; entities providing services
to us that we resell or license to you; billing and collection services; firms conducting market research on our behalf; and other
related legal entities. BIT may also disclose information about you to representatives of government, taxing, or other regulatory
authorities in the furtherance of our legitimate business activities.
Disclosures pursuant to Court Order or Subpoena. Federal law requires us to disclose certain personally identifiable
information about our subscribers when such disclosure is required pursuant to a court order. Under federal law, you must be
afforded the opportunity to appear and contest the order in court. In addition, in accordance with the United States of America
Patriot Act of 2001, we may be required to disclose personally identifiable information to law enforcement officials in accordance
with both court orders and subpoenas. You may not be entitled by law to prior notice or the opportunity to contest these
disclosures.
Personally identifiable information or other information may also be disclosed in the process of rendering our High-Speed
Broadband or Phone services to you. For example, BIT transmits personally identifiable and non-personally identifiable information
about you over its Internet services when you send and receive e-mail and instant messages, transfer files, visit websites, or
otherwise use the service. We may use third parties to deliver some features and functions of the service, and they may collect or
transmit personally identifiable information about you. These third parties are not permitted to use your personally identifiable
information except for the purpose of providing their services.
In using our Phone services, your name and telephone number may be transmitted and displayed on a Caller ID device unless you
have elected to block such information. Caller ID blocking may not prevent the display of your name and telephone number if you
dial certain business numbers, 911, 900 numbers, or toll-free 800, 888, 877, or 866 numbers. Your name, address and phone
number may be distributed in telephone directories or through directory assistance, and this information may be repackaged and
made available in different formats by anyone. We take reasonable precautions to ensure that non-published and non-listed
numbers are not included in our telephone directories or directory assistance services, although we cannot guarantee that errors
will never occur.
Mailing Lists & Other Contacts. From time to time we may disclose your name and address to third parties for mailing lists in
connection with the promotion of BIT’s products and services and for other legitimate business activities related to our services. You
have the right to prohibit or limit this kind of disclosure by contacting us by mail at BIT Communications, P. O. Box 129, Bracey, VA
23919, or by telephone at 434-636-2274. Any mailing list disclosures that we may make are limited by law to disclosures of
subscriber names and addresses where the disclosures do not reveal, directly or indirectly, (i) the extent of any use by the
subscriber of our Services; or (ii) the nature of any transaction made by the subscriber over our Services.
BIT may use email and/or in-browser messages to send transactional or relationship messages related to your service, including
information on changes in terms or features, updates and upgrades, new features to which you are entitled, and information on
system outages. If you agree to our contacting you via email and/or in-browser messages for marketing messages, we may send
you email messages marketing our services.
You may contact BIT at any time at the contact numbers set forth in this Privacy Policy to ask us to put your name on our “do not
call” list so that you do not receive marketing or promotional telephone calls from us or made at our request.

Duration. We will maintain personally identifiable information about you only as long as it is necessary for our business purposes.
This period includes the time during which you are a subscriber to our services, plus up to fifteen years after such time as you
cease to be an active subscriber, in order for us to comply with tax and accounting regulations and requirements.
Changes to Privacy Notice. As required by federal law, we will notify you of our privacy policy annually. We reserve the right to
modify this Privacy Notice at any time. We will notify you of any material changes via written, electronic or other means. If you
continue to use the service following notice, we will consider that as acceptance of the change.
Customer Rights. The Communications Act establishes your rights as a customer and the limits upon the communication
operators with respect to the collection and disclosure of customer information. You have the right to inspect our records that
contain information about you and to correct any error in our information. If you wish to inspect the records at our office pertaining
to you, please contact us at the business office between the hours of 8:00 a.m. and 6:00 p.m., Monday through Friday (holidays
excluded) to set up an appointment.

CPNI
CPNI is a communications industry abbreviation that stands for Customer Proprietary Network
Information
CPNI refers to your telephone service, including the charges on your bill, the services you subscribe to, and your usage data and
calling patterns. In short, it is your private information about your communication services.
The Federal Communications Commission (FCC) has mandated CPNI ‘must comply’ rules for all telecommunications companies. The
rules are designed to safeguard your information from anyone who is not authorized to have access to your account.

1.

Each time you call BIT to speak with a customer service representative regarding your account, you will be required to
ask for your secure password. If you cannot remember the password, we are required to ask a verification question, and
you will be required to provide an appropriate answer to the question to ensure we are speaking with an authorized
contact on your account.

2.

Once authorization has been established, we can discuss information about specific calls that you have made after you
provide the date of call, length of call and call destination. If you are unable to provide specific details, we can send a
copy of this information to the account address on record.

3.

If you stop by any BIT office to make account inquiries, you may be required to show personal photo identification before
we can discuss or release any account information.

4.

You may add up to four authorized contacts. In order to protect your information, only these authorized contacts will be
allowed to make inquiries or changes to your account. Inquiries or requests from other parties, including those of a
spouse, cannot be honored if they are not an authorized contact or listed on the account. If you are uncertain who is an
authorized contact on your account, please contact your local office for clarification.

